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FEATURES & BENEFITS
• Monitor credentials from up to 

three domains per license

• Shared password vaults are 
enabled when needed

• Web Single Sign-On (SSO) portal 
including SAML and non-SAML 
websites

• Online (push) and offline (QR 
code and OTP) authentication

• VPN, Cloud, RDP and PC login 
protection with risk-based 
policies included

PROTECT AND COMPLY WITH MFA
The WatchGuard AuthPoint® MFA service is the answer to the latest expert guidance and 
corporate/industry mandates with MFA that protects from breaches originating with stolen 
credentials. With a simple push notification, the AuthPoint mobile app makes each login 
attempt visible, allowing the user to accept or block access right from their smartphone. Our 
unique approach adds the mobile phone DNA as an identifying factor to further ensure that 
only the correct individual is granted access to sensitive networks and Cloud applications.

GET NOTIFIED ABOUT CREDENTIALS ON THE DARK WEB
The Dark Web Monitor is a proactive service that notifies customers when compromised 
credentials from monitored domains are found in a newly acquired credentials database that’s 
published in our service. Notifications can be sent out to users involved in the breach as well 
as administrators, so users can proactively change their password. Up to three domains can be 
monitored with a single license.

INCREASE PASSWORD SECURITY AND USER EXPERIENCE
The Corporate Password Manager gives companies more control over password quality, 
reduces the need for password resets, and mitigates issues related to reused, shared or stolen 
passwords. Passwords created with a password manager are virtually impossible to crack, but 
many don’t deliver the features that businesses need. With WatchGuard’s Corporate Password 
Manager, when users need to access their apps or systems, they can retrieve their corporate, 
personal, and shared vault passwords using the AuthPoint app and/or browser extension. This 
allows organizations to add non-SAML Cloud applications to the Web SSO Portal for stronger 
authentication and a smooth SSO experience.

MFA is a security imperative given the number of breaches that start with stolen credentials. 
Adding a corporate password manager and dark web monitoring gives peace of mind that poor 

password creation and handling aren’t diminishing MFA protection.

~ James McMillan, Chief Technology Officer, Redinet Limited

Multi-factor authentication (MFA) is widely regarded as one of the most beneficial security services to protect against current attacks. However, 
passwords are one of the factors in MFA, and so authentication will remain strongest when we can also protect the password with credentials 
management services.  

AuthPoint Total Identity Security contains all you need for a full MFA solution, including SSO and risk-based authentication, corporate password 
management, plus the ability to activate monitoring for your domain(s) in case a new database with credentials is found on the dark web. 
Purchased together in one package, Total Identity Security includes the award-winning AuthPoint MFA solutions and Corporate Manager and 
Dark Web Monitoring services so you can enforce a strong password policy with the best user experience.
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SECURIT Y
Uniquely Simple, Powerfully Secure
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DATASHEET
AuthPoint Mobile App
SECURITY FEATURES

Mobile Device DNA

Online activation with Dynamic Key Generation

Per authenticator protection: PIN, fingerprint (all platforms), and face recognition (all 
platforms)

Self-service, secure authenticator migration to another device

Jailbreak and Root Detection

CONVENIENCE FEATURES

Multi-Token support

3rd-party social media token support

Custom token name and picture

SUPPORTED PLATFORMS

Android v7.0 or higher

iOS v12.0 or higher

SUPPORTED LANGUAGES

English, Spanish, Portuguese (Brazilian & Portugal), German, Dutch, French, Italian, 
Japanese, Chinese (Simplified and Traditional), Korean, Thai

STANDARDS

OATH Time-Based One-Time Password Algorithm (TOTP) – RFC 6238

OATH Challenge-Response Algorithms (OCRA) – RFC 6287

OATH Dynamic Symmetric Key Provisioning Protocol (DSKPP) – RFC 6063

AuthPoint MFA Service
MANAGEMENT FEATURES

WatchGuard Cloud Platform

Active Directory, Azure AD and LDAP User Sync and Authentication

Dashboard with monitoring and reporting widgets

Customized authentication policies

Configurable authentication resources

Easy deployment with integration guides

Logs and reports

Risk-based authentication policies

AUTHPOINT GATEWAY

Secure outbound connection from network to WatchGuard Cloud

Microsoft Active Directory and LDAP synchronization

RADIUS server

Provides HA (High Availability) support

AUTHPOINT AGENTS

Windows logon (local and RDP)

macOS logon

ADFS

RD Web

STANDARDS

RADIUS

SAML 2.0 IdP

INTEGRATIONS (MORE THAN 100 INTEGRATIONS AVAILABLE)

Microsoft 365, G-Suite, WatchGuard Firebox, Dropbox, Go-to-Meeting, Salesforce

Dark Web Monitor
Monitors credentials for up to 3 domains per license

Corporate Password Manager
Corporate and Personal password managers

Shared vaults for IT managers and MSPs

Credentials health check

Forms-based authentication with secure SSO

Unique, complex passwords creation

Automatic fill-out, learn and login into websites 

Supported browsers (AuthPoint password manager extension): Google Chrome, Microsoft 
Edge, Firefox, Safari

Contact your authorized WatchGuard reseller or visit  
www.watchguard.com to learn more.

Secure Cloud Wi-Fi Endpoint Security

WATCHGUARD UNIFIED SECURITY PLATFORM™

Network Security Identity Security & MFA

MULTI-FACTOR 
AUTHENTICATION

TOTAL IDENTITY 
SECURITY

Password-Only Authentication ✓ ✓

MFA - Push-Based Authentication ✓ ✓
MFA - QR Code-Based 
Authentication ✓ ✓

MFA - Time-Based OTP ✓ ✓

MFA - TOTP Hardware Tokens ✓ ✓

Web SSO (SAML IdP) ✓ ✓

Logon Protection (Win / Mac) ✓ ✓

RADIUS ✓ ✓

Mobile App ✓ ✓

REST APIs ✓ ✓

Risk-Based Authentication ✓ ✓

Cloud-Based Management ✓ ✓

Dark Web Scan (domains/users) ✓ ✓

Dark Web Monitor (domains) ✓

Corporate Password Manager ✓

Corporate Password Vault ✓

Shared Password Vault ✓

Personal Password Vault ✓

Forms-Based Web SSO ✓

Auto-Learn / Auto-Fill Credentials ✓
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